Path Traversal in Upload Functionality in AgeVolt
Portal prior to version 0.1

Short Description

An arbitrary file upload and directory traversal vulnerability (CVE-2022-38484) exist in the file upload
functionality of the System Setup menu in AgeVolt Portal prior to version 0.1. A remote authenticated
attacker could leverage this vulnerability to upload files to any location on the target operating system
with web server privileges.

CVSS:3.1 score = 9.1 (Critical)

Details

Path traversal, also known as directory traversal or directory climbing, is a security vulnerability that
occurs when an attacker can manipulate file paths to gain unauthorized access to files or directories
outside the intended scope of an application. In the context of an upload functionality, path traversal
would allow an attacker to upload a file and then manipulate the file path to access or overwrite
sensitive system files or directories, potentially leading to unauthorized access, data disclosure, or
even code execution. This vulnerability is a significant security risk.

Below is a request that is vulnerable to a path traversal attack. Specifically, the problem is in the
filename parameter, where the full path to the filesystem can be inserted.


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-38484
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H

Response

cety P vex B =
1 POST /PAGES3.XML HTTR/1.1
2 Host: 10.197.43.22

3 Content-Length: 252 3 Cache-Control: no-cache
4 cache-Control: max-age=0 4 content-Length: 2172
S Upgrade-Insecure-Requests: 1 S Set-Cookie: SoftPLC=15884051; Path=/
& Origin: http://10.197.43.22 § Connection: close
7 content-Type: multipart/form-data; beoundary=----webKitFormBoundaryJlb27kErMOabuLY OH 7
£ User-Agent: Mozilla/S.0 (Windows NT 10.0; Win64; x64) Applewebkit/537.36 (KHTML, like £ <7xml version="1.0" encoding="windows-1250" 7=
Geckeo) Chrome/96.0.4664.45 Safari/s37.35 o <7xml-stylesheet type="text/xsl" href="PAGES3.xSL7U=1631194707" version="1.0" 7=
S Accept: 10 <PAGE TITLE=" "
text/html, application/xhtml+xml,application/xml; g=0.9,image/avif,image /webp, image/apng, #/%; 11 <ACCESS PAGE_LEVEL="2" USER EVEL="7" UCID="1631194707" /=
g=0.8, application/signed-exchange;v=h3;q=0.9 12 <INPUT NAME="_ T70D7B231_DT_TDD.MM.YYYY hh:mm:ss' VALUE="09.08.2022 11:58:08" /=
10 Referer: http://10.197.43.22/PAGESZ. XML 13 <INPUT NAME="_ TFO140DCE_INT d" VALUE="50" /=
11 Accept-Encoding: gzip, deflate 14 <INPUT NAME="__ T6FCSEF7E_USINT_u® VALUE="15" /=
12 Accept-Language: en-US,en;q=0.9 15 <INPUT NAME="_ TEB176COF_BOOL_i' VALUE='0" /=
13 Cookie: SoftPLC=15884951 16 <INPUT NAME="_ TSSFCESBS_BOOL_1" VALUE="0" />

<INPUT NAME='
<INPUT NAME=' |
<INPUT NAME="_ TBS7ACG3E_USINT_u" VALUE="168" /=
<INPUT NAME=' TCO7S1ID3E_USINT_u" VALUE="134" />
<INPUT NAME=' T17B7543E_USINT_u" VALUE="178" />
<INPUT NAME="_ T268AAB91_USINT_u" VALUE="255" /=
<INPUT NAME="_ TF148E191 USINT_u" VALUE="255" /=
<INPUT NAME="__T89473A91 USINT u" VALUE="255" /=
<INPUT NAME="__ TSEBS7391_USINT_u" VALUE="O" /=

TSADS2D72_STRING[40]_s* VALUE="pool.ntp.org" /=
TEFBSSF3E USINT_u' VALUE="192" /=

14 Connection: close
15

rrrrr WebKi tFormBoundaryJb27kErMoabULY O

ontent-Disposition: form-data; name="_ T30F7C054 STRING[S0] s'; filename="
cid e eifed i d i f e fef [ [ JtTp/teSEL X"

OTTCETTC TyPeT CEXC/ITome

WebKitFormBoundaryJb27kErMOabULY OH- - <INPUT NAME="_ T30S345FE_USINT_u" VALUE="0Q" /=
<INPUT NAME=' TE7S10CFE_USINT_u" VALUE="0" />
<INPUT NAME="__ TSFSED7FE_USINT _u" VALUE="0" /=
<INPUT NAME="_ T4SSCSEFE_USINT_u" VALUE="0Q" /=
<INPUT NAM TOF3DE4DO_USINT_u" VALUE="0" />
<INPUT NAME=' T1727ADDO_USINT _u" VALUE=! /=
<INPUT NAME="_ T3FOS76DO_USINT_u" VALUE="OQ" /=
<INPUT NAME="_ T27133FDO_USINT _u" VALUE="0Q" /=
<INPUT NAME="_ TESOO2808 STRING[10]_s" VALUE="" /=

<INPUT NAME='__TSECE1DOO_STRING[10]_s" VALUE="" />
<INPUT NAME="__TASGCA4E4_STRING[10]_s* VALUE="" /=

<INPUT NAME="_ TA@SFD3BO_STRING[10] s' VALUE="" /=

<INPUT NAME="_ TBDS1DODF_STRING[10] s" VALUE="" />

<INPUT NAME="_ T03205739_STRING[10]_s" VALUE="" /=

<INPUT NAME="_ TCl67266B STRING[S0] s* VALUE="AgeVolt NN _G313" />
<INPUT NAME="_ TF2353F7@ UINT u* VALUE="1" /=

<INPUT NAME="__ TADFDFDES_LINT_u' VALUE='0" /=

<INPUT NAME="_ T4A4B7C77_UINT_U* VALUE="4" />

<INPUT NAME="_ TE3BS1GBE UINT u* VALUE='3" /=
<INPUT NAME="__TSCSGA208_UINT_u' VALUE='1" />
<INPUT NAME="__T82937130_UINT_u' VALUE="2" /=
<INPUT NAME="_ TFFAL1BZA USINT u' VALUE="10"
<INPUT NAME="_ TOLBDOOAE BOOL i' VALUE='1" />
<INPUT NAME="__T47CEBF76_WORD_X' VALUE='0" />
</PAGE>

In the screenshot above you can see the successful upload of the text file to the path /tmp/test.txt

If the web server is running under root privileges (which was the case in our example), this
vulnerability can lead to a complete compromise of the entire server (RCE = Remote code execution)
by, for example, adding a public key to ssh authorized_keys and creating a new user in
/etc/passwd . The attacker can then simply log in via ssh to the compromised server.

Mitigation

Input Validation and Sanitization:
Implement strict input validation to ensure that uploaded file names or paths only contain
allowed characters and conform to a predefined format.
Sanitize user input to remove or escape characters that could be used for path traversal,
suchas"." or"../[.."

Use Whitelists:
Maintain a whitelist of allowed file types and extensions for uploads. Only permit files that
match the whitelist.
Apply strict file type checks to ensure that the content of uploaded files matches their
declared type.

File Upload Directory Restrictions:



Store uploaded files in a dedicated, restricted directory that is separate from sensitive system
files. This reduces the risk of unauthorized access to critical files.



